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Abstract: There is an increasing need to guarantee data integrity in group-shared environments due to
the proliferation of cloud computing as a means of collaborative data storage. While Public Key
Infrastructure (PKI) is effective, it adds complexity and administrative overhead to traditional integrity
testing methods owing to certificate administration. In order to validate group-shared data on cloud
platforms without requiring certificates, this project suggests a certificate-less public integrity-checking
mechanism. The protocol efficiently manages keys by utilizing certificate-less cryptography, which
reduces computational and storage overhead without compromising security. While maintaining
confidentiality, authorized group members or external auditors can confirm data integrity without
gaining direct access to the data. Protocol features also include dynamic group administration, which
makes it easy to add or remove members without affecting data integrity. A scalable and efficient
alternative for public integrity verification in cloud-based collaborative environments, experimental
results show that this certificate-less technique delivers equivalent or superior performance over existing
PKlI-based systems.
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