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Abstract: Steganography is the practice of concealing information within another message or physical
object to avoid detection. Steganography can be used to hide virtually any type of digital content,
including text, image, video, or audio content. That hidden data is then extracted at its destination.
Content concealed through steganography is sometimes encrypted before being hidden within another
file format. If it isn’t encrypted, then it may be processed in some way to make it harder to detect. As a
form of covert communication, steganography is sometimes compared to cryptography. However, the
two are not the same since steganography does not involve scrambling data upon sending or using a key
to decode it upon receipt. The term ‘steganography’ comes from the Greek words ‘steganos’ (which
means hidden or covered) and ‘graphein’ (which means writing). Steganography has been practiced in
various forms for thousands of years to keep communications private. For example, in ancient Greece,
people would carve messages on wood and then use wax to conceal them. Romans used various forms of
invisible inks, which could be deciphered when heat or light were applied. Steganography is relevant to
cybersecurity because ransomware gangs and other threat actors often hide information when attacking
a target. For example, they might hide data, conceal a malicious tool, or send instructions for command-
and-control servers. They could place all this information within innocuous-seeming image, video,
sound, or text files
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