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Abstract: Day by day internet is growing rapidly. When end user/client uses web environment for 

participating, searching and gathering online information, a lot of user’s private information is 

generated. If this information is captured by third party tools, it may break the privacy of the end user. In 

the Web environment, end user privacy is one of the most debated legal issues. In this paper issues 

related to information leakage through the various types of attacks like XSS, SQLI etc and its protection 

mechanism are presented. Web security is the set of rules and measures taken against web security 

threats. 
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