({ IJARSCT

xx International Journal of Advanced Research in Science, Communication and Technology
IJARSCT International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal

ISSN: 2581-9429 Volume 5, Issue 5, May 2025 Impact Factor: 7.67

Implementation of a Blockchain-Based Secure
Voting System Using Cryptographic Techniques

Justin Joseph" Kirti Karna’, Yashraj Sharad Gorde’, Prof. Trupti Sonkusare*
Students, Department of Computer Engineering (CE)"*”
Professor, Department of Computer Engineering (CE)*
ISB&M College of Engineering, Pune, Maharashtra, India

Abstract: The integrity of electoral processes is a fundamental aspect of democracy. Traditional
voting systems often face challenges such as fraud, lack of transparency, and security
vulnerabilities. This paper presents the implementation of a blockchain-based secure voting system
using cryptographic techniques to ensure transparency, immutability, and voter anonymity. The
system leverages blockchain technology for decentralized storage and cryptographic methods such
as hash functions, digital signatures, and encryption to safeguard voter data and election results.
Additionally, the paper discusses the system architecture, smart contract development, and
challenges encountered during implementation. The proposed solution enhances electoral integrity
by preventing vote manipulation and ensuring trust in digital voting processes.
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