
I J A R S C T    

    

 

               International Journal of Advanced Research in Science, Communication and Technology  

                               International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal 

Volume 5, Issue 3, May 2025 

 Copyright to IJARSCT         DOI: 10.48175/IJARSCT-26387  679 

    www.ijarsct.co.in  

 
 

ISSN: 2581-9429 Impact Factor: 7.67 

 

Securing Net Banking Transaction with Facial 

Recognition-Based Verification Systems 
Mohanasundram A1, Senthilmurugan R2, Sathish Kumar K3, Harikrishnan P4, Mooventhan L5 

Assistant Professor, Computer Science and Engineering1 

Students, Computer Science and Engineering2,3,4,5 

Mahendra Institute of Engineering and Technology, Namakkal, India  

 

Abstract: Face recognition systems are increasingly used in biometric security for convenience and 

effectiveness. However, they remain vulnerable to spoofing attacks, where attackers use photos, videos, 

or masks to impersonate legitimate users. This research addresses these vulnerabilities by exploring the 

Vision Transformer (VIT) architecture, fine-tuned with the DINO framework utilizing Celeb A-Spoof, 

CASIA SURF, and a proprietary dataset. The DINO framework facilitates self-supervised learning, 

enabling the model to learn distinguishing features from un label data. We compared the performance of 

the proposed fine-tuned VIT model using the DINO framework against traditional models, including 

CNN Model Efficient Net b2, Efficient Net b2 (Noisy Student), and Mobile VIT on the face anti-spoofing 

task. Numerous tests on standard datasets show that the VIT model performs better than other models in 

terms of accuracy and resistance to different spoofing methods. Our model’s superior performance, 

particularly in APCER (1.6%), the most critical metric in this domain, underscores its improved ability 

to detect spoofing relative to other models. Additionally, we collected our own dataset from a biometric 

application to validate our findings further. This study highlights the superior performance of 

transformer-based architecture in identifying complex spoofing cues, leading to significant 

advancements in biometric security 
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