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Abstract: Software-Defined Wireless Mesh Networks (SD-WMNs) combine the flexibility of Software-
Defined Networking (SDN) with the resilience of wireless mesh architectures, enabling them to operate
effectively in dynamic and infrastructure-sparse environments such as smart cities and rural
deployments. However, such networks are highly prone to threats to link quality degradation caused by
interference, mobility, and configuration anomalies. This paper presents a comparative analysis of
anomaly detection frameworks with a focus on link quality monitoring in SD-WMNs. Leveraging insights
from recent works on SDN security, configuration testing, and DDoS mitigation using data-driven
approaches like machine learning and deep learning models, we propose a hybrid unsupervised-
learning-based approach combining clustering and change point detection to identify link anomalies in
real-time. The study critically evaluates methods based on accuracy, computational overhead, and real-
time adaptability using both synthetic and real network traces. Our findings highlight the necessity of
lightweight, scalable anomaly detectors in dynamic wireless environments and outline future directions
for robust SD-WMN architectures.
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