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Abstract: Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS) play a critical role
in safeguarding modern network infrastructures. However, the increasing adoption of machine learning
(ML) in IDS/IPS has exposed them to adversarial threats such as evasion and poisoning attacks. This
paper proposes an adversarially robust ensemble learning framework designed to enhance the resilience
of IDS/IPS systems. By integrating diverse base learners, adversarial training, and anomaly-aware
weighting mechanisms, the proposed model improves detection accuracy while maintaining robustness
against adversarial manipulations. Experimental results demonstrate that the ensemble approach
significantly outperforms traditional single-model IDS in both clean and adversarial environments.
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