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Abstract: The need of secure file transfer systems is higher nowadays. In order to enhance the security and
privacy of private information transferred over the internet, our paper presents a blockchain-based secure
file transfer system (BSFTS) with password protection. This system takes advantage of the decentralized
and immutable properties of blockchain technology to ensure that every file transfer is Safe and Secure,
offering verifiable audit trails that can minimize the threats associated with data tampering and
unauthorized access.

Through forcing people to use strong, unique passwords for decryption as well as encryption, the
combination of password protection further secures files by ensuring that only specified people may access
the information. In addition to enhancing data confidentiality, this dual-layer strategy increases defences
against possible cyberthreats, including phishing and brute force attacks.

Research shows that the blockchain-based secure file transfer system with password protection far exceeds
standard file transfer techniques in terms of security and user experience. The results illustrate that
password protection and blockchain technology work together to build a robust framework for secure file
sharing. For companies trying to enhance their data protection plans in the face of changing security
threats in the world of technology, this study provides helpful data.
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