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Abstract: Cloud computing has emerged as a cornerstone technology in the IT industry, transforming
industries by providing flexible, scalable computing resources but the widespread adoption of cloud
services has raised serious data security and privacy concerns. Cybercriminals always pose a threat by
targeting sensitive information stored on cloud servers. To mitigate these risks, cloud encryption has
emerged as an important safeguard, aiming to protect users data from unauthorized service providers
against them and against unauthorized malicious hackers This paper examines the ongoing data security
issues associated with cloud computing and analyzes the features and structures of cloud encryption. By
examining complex approaches to cloud cryptography including encryption, key management and access
control, this paper aims to provide insights into how these technologies can shape the security level of
cloud-based systems confidentiality, integrity and availability are maintained, ensuring trust and
confidence in cloud computing ecosystems.

Keywords: Cloud computing, Data security, Privacy, Cybercriminals, Cloud cryptography, Encryption,
Key management, Access control

REFERENCES
[1] J. Thomas, "Individual cyber security: Empowering employees to resist spear phishing to prevent identity theft and
ransomware attacks. Thomas, JE (2018). Individual cyber security: Empowering employees to resist spear phishing to
prevent identity theft and ransomware attacks." International Journal of Business Management, 12(3), 1-23, 2018
[Online]. Available: https://papers.ssrn.com/sol3/papers.cfm?abstract id=3171727
[2] W. Sun, N. Zhang, W. Lou, & Y. T. Hou, "When gene meets cloud: Enabling scalable and efficient range query on
encrypted genomic data.” In IEEE INFOCOM 2017-IEEE Conference on Computer Communications (pp. 1-9). IEEE,
May, 2017 [Online]. Available: https://ieecexplore.ieee.org/abstract/document/8056952/?casa_token= mIVIrm-
3JekAAAAA:;jmIRMVwuAaa74WggVF3A4BVQNWDrT4TiPpzo-86MfR7SpxAbl7PrGWoPqm024di6CsKuggE45-
70TO
[3] A. Albugmi, M. O. Alassafi, R. Walters, & G. Wills, "Data security in cloud computing.” In 2016 Fifth international
conference on future generation communication technologies (FGCT) (pp. 55-59). IEEE, August, 2016 [Online].
Available: https://ieeexplore.ieee.org/abstract/document/7605062/?casa_token=
gYCfDKXeuQoAAAAA:M7ZVVdAmCZIDah8vHkHPf4 WIKT6 q w_AONYJHFbg-
LZt1CbmMvMOJoxEV2Sm_ZDEChddIY 6yuObfr8
[4] D. Wang, Y. Jiang, H. Song, F. He, M. Gu, & J. Sun, "Verification of implementations of cryptographic hash
functions." IEEE Access, 5, 7816-7825, 2017 [Online]. Available:
https://ieeexplore.ieee.org/abstract/document/7924403/
[5] P. Semwal, & M. K. Sharma, "Comparative study of different cryptographic algorithms for data security in cloud
computing.” In 2017 3rd International Conference on Advances in Computing, Communication & Automation
(ICACCA)(Fall) (pp- 1-7). IEEE, September, 2017 [Qalige]. Available:
https://ieeexplore.ieee.org/abstract/document/8344738/ % AR

Copyright to IJARSCT DOI: 10.48175/IJARSCT-17250 314

www.ijarsct.co.in



(/ IJARSCT ISSN (Online) 2581-9429

xx International Journal of Advanced Research in Science, Communication and Technology (IJARSCT)
IJ ARSCT International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal
Impact Factor: 7.53 Volume 4, Issue 3, April 2024

[6] M. Ansar, I. A. Shokat, M. Fatima, & K. Nazir, "Security of Information in Cloud Computing: A Systematic
Review." American Scientific Research Journal for Engineering, Technology and Sciences (ASRJETS), 48(1), 90-103,
2018 [Online]. Available: http://www.asrjetsjournal.org/index.php/American _Scientific Journ al/article/view/4451

[71 J. Hu and A. Klein, “A benchmark of transparent data encryption for migration of web applications in the cloud,”
8th IEEE Int. Symp. Dependable, Auton. Secur. Comput. DASC 2009, pp. 735-740, 2009.

[8] D. Descher, M., Masser, P., Feilhauer, T., Tjoa, A.M. and Huemer, “Retaining data control to the client in
infrastructure clouds,” Int. Conf. Availability, Reliab. Secur. (pp. 9-16). IEEE., pp. pp. 9—16, 2009.

[9] E. Mohamed, “Enhanced data security model for cloud computing,” Informatics Syst. (INFOS), 2012 8th Int. Conf.,
pp. 12-17, 2012.

[10] C. Modi, D. Patel, B. Borisaniya, A. Patel and M. Rajarajan, “A survey on security issues and solutions at different
layers of Cloud computing,” J. Supercomput., vol. 63, no. 2, pp. 561-592, 2013.

[11] V. J. Winkler, “Securing the Cloud,” Cloud Comput. Secur. Tech. tactics. Elsevier., 2011.

[12] F. Sabahi, “Virtualization-level security in cloud computing,” 2011 IEEE 3rd Int. Conf. Commun. Softw.
Networks, pp. 250-254, 2011.

[13] Cloud Security Alliance, “The Notorious Nine. Cloud Computing Top Threats in 2013,” Security, no. February,
pp. 1-14,2013.

[14] L. Rodero-Merino, L. M. Vaquero, E. Caron, A. Muresan and F. Desprez, “Building safe PaaS clouds: A survey on
security in multitenant software platforms,” Comput. Secur., vol. 31, no. 1, pp. 96-108, 2012.

[15] A. U. Khan, M. Oriol, M. Kiran, M. Jiang and K. Djemame, “Security risks and their management in cloud
computing,” 4th IEEE Int. Conf. Cloud Comput. Technol. Sci. Proc., pp. 121-128, 2012.

[16] T. Mather, S. Kumaraswamy and S. Latif, “Cloud Security and Privacy,” p. 299, 2009.

[17] F. Yahya, V. Chang, J. Walters and B. Wills, “Security Challenges in Cloud Storage,” pp. 1-6, 2014.

[18] Ton, I., Sachdeva, N., Kumaraguru, P., & Capkun, S. (2011, July). Home is safer than the cloud!: privacy concerns
for consumer cloud storage. In Proceedings of the Seventh Symposium on Usable Privacy and Security (p. 13). ACM
[19] Lipinski, T. A. (2013, September). Click Here to Cloud: End User Issues in Cloud Computing Terms of Service
Agreements. In International Symposium on Information Management in a Changing World (pp. 92-111). Springer
Berlin Heidelberg.

[20] Ransome, J. F., Rittinghouse, J. W., & Books24x7, 1. 2009).

[21] Catteddu, D., & Hogben, G. (2009). Cloud computing risk assessment. European Network and Information
Security Agency (ENISA), 583-592.

[22] H. Qian, J. He, Y. Zhou and Z. Li, “Cryptanalysis and improvement of a block cipher based on multiple chaotic
systems,” Math. Probl. Eng., vol. 2010, pp. 7-9, 2010.

[23] P. Gope and T. Hwang, “Untraceable Sensor Movement in Distributed [oT Infrastructure,” IEEE Sens. J., vol. 15,
no. 9, pp. 5340-5348, 2015.

Copyright to IJARSCT DOI: 10.48175/IJARSCT-17250
www.ijarsct.co.in

315




