(, IJARSCT ISSN (Online) 2581-9429

xx International Journal of Advanced Research in Science, Communication and Technology (IJARSCT)
IJ ARSCT International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal
Impact Factor: 7.53 Volume 4, Issue 1, April 2024

Anomaly Detection System

Prof. K. G. Jagtap', Shreeram Shinde’, Akshay Adhav’, Sahil Kadambande®
Professor, Department of Al & ML !
Student, Department of AI & ML***
AISSMS Polytechnic, Pune, India

Abstract: An “Anomaly Detection System” is an software/hardware application that monitors the activity
of an network and alerts the user, of any activity that seems to be malicious or strange. The classification
between an malicious traffic and normal traffic is done based on the set of rules that are pre-defined. An
Anomaly Detection often referred to an IDS reduces the work performed by analyst to monitor network and
automates the process of monitoring network traffic to detect anomaly in network traffic data. The
implemented Anomaly Detection System takes into consideration various machine learning algorithms and
detects abnormal traffic which can also be called as anomaly.
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