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Abstract: In the realm of online job platforms, the rise of fraudulent job postings poses a significant
challenge, undermining the credibility and reliability of these platforms. To address this issue, we propose
a machine learning- based solution that leverages the power of Random Forest, Logistic Regression, and
Decision Tree classifiers. Through the compilation of a comprehensive dataset containing labeled job
postings, we embark on a journey of preprocessing and feature engineering to extract pertinent information
from the postings, including textual attributes, geographic details, salary indications, and company profiles.
Splitting the dataset into training and testing subsets enables us to meticulously train and evaluate the
performance of each classifier, utilizing established metrics such as accuracy, precision, recall, and F1-
score to quantify their efficacy in discerning between authentic and fake job listings.

Our study goes beyond mere model training and evaluation, delving into the intricacies of imbalanced data
handling and the practicalities of model deployment and maintenance. By examining the comparative
strengths and weaknesses of Random Forest, Logistic Regression, and Decision Tree classifiers, we provide
actionable insights for enhancing the integrity of online job platforms through advanced machine learning
techniques. With our approach, we aim to not only detect and mitigate the prevalence of fake job postings
but also to fortify the trust and credibility of online job- seeking platforms, thereby fostering a more secure
and reliable environment for both job seekers and employers alike.
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