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Abstract: This research investigates the vulnerabilities of IDSs to evasion attacks and poisoning attacks, 

and evaluates the effectiveness of existing defense mechanisms such as adversarial training, input 

validation, robust optimization, and ensemble methods. Theoretical analysis and empirical evaluation 

demonstrate the significant impact of adversarial perturbations on IDS performance, highlighting the need 

for more robust methodologies. While existing defenses provide improved robustness compared to baseline 

models, their performance still degrades under stronger attacks. The findings underscore the importance of 

securing training data and developing resilient defense strategies to mitigate AML threats in cybersecurity 
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