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Abstract: This abstract presents an anomaly detection system designed to address the growth of business
networks and the optimization of cyberthreats. With the continuous development of the network
infrastructure, has become the most important for ensuring the security and functioning of the computer
network. The proposed system uses advanced machine learning techniques, including supervised and
unsupervised learning algorithms, to accurately identify anomalies in the network in real time. The system
analyzes various parameters such as packet size, protocol type, location and address , and time, using
labeled data to forma basis for distinguishing network behavior. The unsupervised learning process was
able to detect new and previously undetected anomaly, allowing the system to continually improve its
detectioncapabilities over time. Additionally, the integration of anomaly detection with network monitoring
tools provides real-time monitoring of network connectivity. When a suspicious anomaly is detected, the
system immediately generates reports and sends a alert to network administrators, making it easier to
detect and respond to threats. Detailed information from the system and images facilitate post-mortem
analysis and network optimization. Evaluating the performance of an anomaly detection algorithm using
large datasets of network traffic containing both normal and abnormal patterns. A comparison with
existing methods for invisible detection shows the system’s superiority in sensitivity, precision, reversibility,
and anomaly. As a result, the vulnerability assessment method helps improve network security by providing
effective and reliable solutions to identify and mitigate computer network security threats, and does a total
of good jobs
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