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Abstract: The main method for hosting unsolicited content, such as spam, malicious ads, phishing, and
drive-by exploits, to mention a few uses of a malicious Uniform Resource Locator (URL), sometimes known
as a malicious website. It is crucial to quickly identify the rogue URLs. The contemporary community of
Internet users, which is becoming more integrated, is seriously threatened by malicious events. A popular
method to find harmful events is detection based on network traffic features and machine learning
techniques. Cybersecurity threats including ransomware, phishing, malware injection, etc. have
significantly increased recently on many websites throughout the world. Numerous financial institutions, e-
commerce businesses, and individuals suffered significant financial losses as a result. Since new attack
types are being developed daily, controlling a cybersecurity attack in such a situation is a significant
problem for cybersecurity specialists. Identifying dangerous URLs using lexical characteristics and a
boosted tree-based machine learning strategy will be used in this project. Three well-known machine
learning ensemble classifiers—Random Forest, Light GBM, and XGBoost—will be applied. We will be
using a Malicious URLs dataset from Kaggle of 6,51,191 URLs, out of which 4,28,103 benign or safe
URLs, 96,457 defacement URLs, 94,111 phishing URLs, and 32,520 malware URLs.
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