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Abstract: Data sharing in cloud computing is a valuable application, but data security remains a concern. To
address this, we propose a proxy re-encryption method for secure data transfer in the cloud. Using identity-
based encryption, data owners can send encrypted data to the cloud, while authorized users can access it
through proxy re-encryption. In loT environments, an edge device acts as a proxy server, performing complex
calculations due to limited device capacity. Leveraging information-centric networking, we enhance service
quality and network bandwidth by efficiently utilizing cached data in the proxy. Our system is built on
blockchain technology, enabling decentralized data sharing, improving centralized systems’ effectiveness, and
enabling fine-grained data access management. Through a security study and evaluation, our system offers
privacy protection, authenticity, and reliability.
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