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Abstract: The proliferation of mobile devices and their increasing connectivity have led to the emergence

of mobile botnets, posing a significant threat to the security and privacy of users. Mobile botnets are
networks of compromised mobile devices controlled by malicious actors for various illicit activities,

including spamming, distributed denial of service (DDoS) attacks, and information theft. Traditional

security measures are often insufficient to detect and mitigate mobile botnet attacks due to their dynamic
and stealthy nature. This project proposes a novel approach for mobile botnet detection using machine
learning techniques. The objective is to develop a robust and accurate system that can identify and classify
mobile devices participating in botnets based on their behavioural patterns and network activities.
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