O
IJARSCT

Impact Factor: 7.301

IJARSCT ISSN (Online) 2581-9429

International Journal of Advanced Research in Science, Communication and Technology (IJARSCT)
International Open-Access, Double-Blind, Peer-Reviewed, Refereed, Multidisciplinary Online Journal

Volume 3, Issue 11, May 2023

Botnet Detection in IoT

Manoj HV, M S Omprakah, Manogna K M, PavanA M, Prof. Ashok K N
Department of Computer Science and Engineering
SJC Institute of Technology, Chikkaballapur, Karnataka, India

Abstract: The proliferation of loT devices has brought about a higher risk of botnet attacks, which can
cause severe damage to networks and devices. A botnet refers to a network of compromised devices that are
exploited to carry out various malicious activities, including DDoS attacks, spamming, and data theft.
Given the significance of 10T device security, it is crucial to develop effective methods for detecting botnets.
To address this issue, we propose a hybrid deep learning technique for botnet detection. Our approach
revolves around configuring network traffic routing, which allows us to identify botnet attacks by analyzing
patterns in network traffic. Deep learning models, such as Long Short-Term Memory (LSTM) and Deep
Neural Networks (DNN), play a crucial role in enhancing the accuracy of detection. These models enable
the system to learn from historical patterns and adapt to new ones, improving its ability to identify and flag

botnet activity.
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