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Abstract: The development has been lacked in categorization of web security scanning. The testers use 

binge-tool-scanning (running security scanning one after the other) where issue of availability and 

accessibility of proper tools arises. In this study, the issue of automation by running multiple scans to 

evaluate vulnerabilities, effectively judging, saving the precious time and addressing the accurate results. 

There been many overlaps between the scanning tools which makes this problem more challenging. This 

executes multitude of web security scanning tools, does other custom added checks and prints the result 

spontaneously. In an era dominated by digital connectivity and online interactions, the security of web 

applications stands at stage of critical concern. 

 

Keywords: Vulnerability, Web Application, Firewalls, Scanning 

 

REFERENCES 

[1]. R. Utaya Surian, Nor Azlina Abd Rahman, Yogeswaran Nathan, Nscanner: Vulnerabilities Detection Tool for 

Web Application,2020 

[2]. Rajab Mohammed imam, Ife Olalekan Ebo, Abdullahi isa Ahmed, VulScan: A Web-Based Vulnerability 

Multi-Scanner for Web. Retrieved from,2023. 

[3]. Rathod, S. K., Jagtap, J. R., Satpute, A. P., Shikhare, K. A., Pujari,A. S., & Pandit. An Automatic 

Vulnerability Scanner for Web Applications with Firewall Techniques.2022 

[4]. Prasanth Satya Sai Kiran Gandikota, Sushani S, Deekshitha Valluri, Gopi Krishna Yanala, Web Application 

through Comprehensive Vulnerability Assessment,2023. 

[5]. Sheetal Bairwa, Bhawna Mewara and Jyoti Gajrani, Vulnerability Scanners: A Proactive Approach To Assess 

Web Application Security,2014. 

[6]. Sandeep Kumar, Renuka Mahajan, Naresh Kumar, Sunil Kumar Khatri., A Study on Web Application 

Security and Detecting Security,2017. 

[7]. Thinzar Aung, Zin Thu Thu Myint, Effective Web Application Vulnerability Testing System Using Proposed 

XSS_SQL_Scanning_Algorithm,2020 

[8]. Sanjukta Mohanty, Arup Abhinna Acharya, Detection of XSS Vulnerabilities Using Security Testing 

Approaches,2021. 

[9]. Divyani Yadav, Deeksha Gupta, Dhananjay Singh, Devendra Kumar, Upasana Sharma, Vulnerabilities and 

Security of Web Applications,2018. 

[10]. Omar Cheikhrouhou, Moez Krichen, Habib Hamam & Abdelouahid Derhab, OWASP Ten Driven Survey on 

Web Application Protection Methods,2021 

 


